Information infrastructure is one of the most critical assets in organizations. With continued and rapid advancement in technology especially brought by the need for employees to use their personal devices, it presents a major opportunity and challenge for enterprises, it poses a challenge as adversaries have taken advantage of widening cyber space to attack information and information systems. Our study provides a solution by designing a prototype of a web-based implementation prototype of an information security maturity model for universities. The research was based on ISO 27001 by involving specific clauses relevant to universities because of its unique organizational ecocentric nature having varied categories of user's and extensive research allowing it to serve as a plausible area for study compared to other organizations. The cumulative factors having being considered statistically varied towards contribution towards the maturity model. The model is then implemented using a web-based prototype. The study adopted design research approach to come with the model design.
Background
Today's organizations do not hesitate to invest their share in the fields of Information Technology due to benefits accrued in utilization of technology infrastructure. This is done as an effort to get the convenience and benefits of the use of information technology, which is expected to help the performance of the company to conduct a competitive business strategy (Clinton, 2019) . Information technology is a very important requirement for all enterprise organizations because it helps in improving the effectiveness and efficiency of enterprise business processes (Singla, 2019) . Because of the benefits accrued in adoption and use of technology and the need to gain competitive advantage Organizations have begun to realize and start doing information security performance evaluation. In not more than two decades ago organizations have begun Identifying, planning, scheduling and implementing information security management as an organizational framework (Kerzner, 2019) . In evaluation of information technology, there have been several frameworks that have been widely accepted and proven such as The British Standard for information security management (BS7799) later, International Standards Organization (ISO 27001 & ISO 17799) , IETF security architecture (Internet Engineering Task Force), the National Institute of Standards and Technology (NIST 800 series special publications), Control Objectives for Information and related Technologies (COBIT), and Committee of Sponsoring Organizations (COSO) are some of the most prominent initiatives in management of information security and risk management systems (Rhodes-Ousley, 2013; Veljkovic, & Budree, 2019 , 2012 Information Systems Audit and Control Association (ISACA), 2012; The ISO 27000 directory, 2007; Yost, 2007; Bowen et al., 2006) .
The different standards and information security frameworks that are already existing have been helpful to organizations for efficiency in information security risk management (Khouja et al., 2018) . However, because of proliferation of the cyber space and more continued reliance on information and related technologies in operations of organizations, has led to elevated levels of information security requirements ( Moulton & Coles, 2003; Posthumus & Solms, 2004; Kooper, Maes, & Lindgreen, 2011; Bahl & Wali, 2014; Edwards, 2018) in view of continued information security needs and ever changing information security landscape, the existing processes and governance structures still appear to be unfit, unstructured, and unreliable.
Statement of the Problem
The need for organizations to adopt information security so as to thrive in today's business environment that is highly technical is indisputable. There are only a few studies focusing towards achieving the right blend of factors that contribute to achieving a secure information technology infrastructure and gaining towards maturity especially in a dynamic organizational environment. Despite such many certification standards and information security frameworks in place, concerns have been raised on the effectiveness of such alignment and information security audit and governance being viewed as an unmanageable mechanism (Laeeq, & Memon, 2018), because individually none of them, on their own, are standalone frameworks but they all have a useful role in the efficient management of IT operations. In addition, there has not been a mechanism in form of a model to cumulatively come up with the threshold inform of status level as a result of risk exposure by organizations, therefore, this research will serve to inform the status level of information security maturity.
Objective of the Study
To design an information security maturity model to aid universities in determining the level of maturity in regard to information security based on ISO 27001 standards. It serves to inform organization on the level of information security maturity position.
Literature Review

Information Security Challenge
Information security being a collection of strategies and processes that formally manages information technology risks (Englbrecht, et al., 2019; Chan et al., 2018) , there appears to be drawbacks in organizational efforts relating to well defined and enhanced processes, sound standardization, and the lack of adequate security awareness, analysis, support, implementation, and maintenance. Moreover, their exist a gap on modeling information security maturity models given that there is inadequate attention to what should be treated as adequate security and how information security controls can be considered as effective. It's therefore difficult for organizations to optimize their security requirements and inhibits realization on threats facing them including the likelihood and possible impact. Without a requisite model that fits the organization process it proves difficult for organizations to measure performances, ensure compliance to regulations, validate sufficiency in security, and identify improvements in information security. Information security management is a very important requirement for all enterprise organizations today because it has proved to help in improving the effectiveness and efficiency of enterprise business processes (Aydiner et al, 2019).
Technologies Used by Web-Based Models
Determination of information security maturity entails all efforts that are brought together in order to compute information security risks facing institutions. Information security maturity in a context of a web-based model occurs in the sense that information maturity level issues can be captured for auditing purposes. Typical webbased application follows a model view controller pattern which has three parts Fig. 1 (Qazi et al, 2018 ).
Figure 1: Modified Basic Components of MVC Architectural Pattern & Information Flow (Qazi Et Al, 2018)
The view renders the interfaces where the user interacts with and normally made up of web-based tools with languages such has HTML. Therefore, the HTML page sends information to the controller. The controller responds and process events, which are the user actions and typically invokes changes to model and view. The model is the domain layer which contains the application logic layer, which adds meaning to raw data. It also contains a storage mechanism with a resource management layer underneath. The storage mechanism can be facilitated by database such as MySQL, which is a free open source software and widely available in search engine that can be used has a fast, reliable DBMS with modular engine architecture. It has been used in capturing information for further analysis in various systems like Electronic Database System, the Internet and web programming. It can be used to develop a system for evaluating impacts generated in experiments using a software or and hardware prototype (Wong et al, 2019) .
Methodology
A design of solution requiring a web-based application is thus proposed to provide an accessible and a reliable mechanism to compute information security maturity based on ISO 27001. The design comprises of four parts; institution registration and deregistration, supplying information security maturity factors and determining maturity of organization. An overview of the design is discussed below. Vol 7 Issue 6 DOI No.: 10.24940/theijbm/2019/v7/i6/BM1906-038 June, 2019
User Registration Process
The registration process is the entry point into the system and caters for the registration of organizations. Users supply information on behalf of their organization. The users are then able to enter information security details of their organizations.
Maturity Determination Process
Determination of information security maturity is based on pre-entered data by organizational in charge on behalf of the organization. Upon filling inn of the necessary information then information security maturity will be computed based on the model coefficients weights as per the information security factor as obtained from statistical analysis.
System Design
Based on the model proposed in the previous section, a prototype was designed. The system flowcharts are presented in Figs. 1 -4 . 
Model code logic
The maturity regression equation implementation logic is realized in a prototype for overall goal realization. Also, it conforms accordingly to simulation modelling that takes the form of computer programs, where logical arithmetic operations are performed in a prearranged sequence. This provides an added flexibility in model formulation and permits a high degree of realism to be achieved, which is particularly useful when uncertainties are an important aspect of decision making. The code logic was realized in the web-based prototype. The flowchart depicting the program logic is shown below in Figs. 5 -6. 
Entity Relationship Diagram
The entity-relationship diagram (ERD) was used to graphically illustrate the maturity model conceptual implementation. It depicts the entities and relationship between entities in the model. ER modeling is a diagrammatic technique used to represent conceptual model of relational database. The entity is a real-world object or concept described in a database where as attributes are properties of the entity measuring the appropriateness of attribute groupings into relational schemas (Balaji et al, 2018) . The Entity relationship diagram (ERD) for university information security maturity with four tables for data storage is as depicted below in Figs. 7. Organization user registration and login authentication information: user_id, user_name. Email_ID, maturity, and password (SHA1 cryptographic algorithm).
Maturity Questions: category id, category name. System Questions information: Category_id, q uestion_id, recommendation, threshold score. Maturity information: user_id question_id, assessment date, assessment score. 
Recommendation
The proposed design can present a number of advantages towards determining information security maturity, these are:
 Organization User detail capture: These details are captured once, used many times and can be utilized for other incidental utilizations by authorized parties and stakeholders.  Organization information security level: These is made available to relevant authorities including regulating parties.  Organizational data availability: The availability of organizational data regarding information security is made available through a comprehensive report generated from the model.
